Using Oracle Forms with Java 8

A default installation of Java 8 will not work with Oracle Forms over a secure SSL connection (i.e., a URL that starts with
“https://”. These instructions show you how to fix that.

Open your Control Panel and double-click on the Java icon. You may need to change the “View by:” setting to either
“Large icons” or “Small icons” in order to see the Java icon.

@Qv@ » Cont.. » AllCon... » - |#, | | Search Control Panel

Adjust your computer's settings View by: Large icons =
)%, Indexing Options Internet Options
S, | Java (32-bit) ' 4 <z Keyboard

When the Java Control Panel comes up, go to the “Advanced” tab and scroll down to the bottom of the listing. Uncheck
these three items:
e SSL3.0
Note: while Java 8 can work with SSL 3.0, it has been found to be insecure and should no longer be used. Ever.
TLS 1.1
TLS 1.2

And make sure this option is checked:
e TLS1.0

| £:| Java Control Panel

| General | Update | Java | Security | Advanced | SRS

----- [] Warn if site certificate does not match hostname
----- [] show site certificate from server even if it is valid
ixed code (sandboxed vs. trusted) security verification
------ @ Enable - show warning if needed

------ ~ Enable - hide warning and run with protections
------ 1 Enable - hide warning and don't run untrusted code
------ ~) Disable verification {not recommended)

Perform certificate revocation checks on

------ ~) Publisher's certificate only

------ @ All certificates in the chain of trust

------ 1 Do not chedk {(not recommended)

Chedk for certificate revocation using

------ *) Certificate Revocation Lists (CRLs)

------ @ Online Certificate Status Protocol (QCSP)

------ ") Both CRLs and QOCSP

dvanced Security Settings

----- Use certificates and keys in browser keystore

----- Enable blacklist revocation check

----- Enable caching password for authentication

----- [] Use 55L 2.0 compatible ClientHello format

----- [ Use SSL 3.0 sl

----- Use TLS 1,0 e

----- [ Use TLS 1.1 o=

----- [ Use TLS 1.2 s

=

=

Click the “Apply” button and you should now be able to run Forms from https://app.udot.utah.gov
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